Electronic Official Personnel Folder

eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Logon ID Retrieval
and Password Reset for Current Users

Using the Self-service Feature

To access eOPF, the user requires an eOPF ID and password. If the user has forgotten one
or both of these, the user may obtain new eOPF ID and password by using the eOPF self-
service feature. Using this self-service feature in eOPF, a user does not need to contact the
eOPF Help Desk or the agency’s HR Office for an eOPF ID or password reset.

This Quick Reference document on self-service eOPF ID and password reset consists of
three sections:

Part 1: Request Your eOPF ID
Part 2: Request a New eOPF Password

Part 3: Change Security Questions and Add Custom Questions
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Part 1: Request Your eOPF ID

Step

Action
Access your specific agency
eOPF URL at:
https://eopf.nbc.gov/cncs

Read the eOPF User
Agreement page.

Click the Accept button.

Screen Shot

This is an official United States Government computer system, which may be accessed and used only for official
Government business by authorized perscnnel. Unauthorized access or use of this computer system may subject
violators to criminal, civil, and/or administrative action.

All information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to authorized
personnel for official purposes, including criminal investigation. Access or use of this computer system by any person
whether autheorized or unauthorized, constitutes consent to these terms.

1 Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you consent
to secure testing and moenitering.
Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing
and monitoring.
Signing into this application indicates you have read and accepted the Rules O Behavior, and you consent to secure
testing and menitoring.
Agency Name
e0PF Helpdesk - 00208
eopf_hd@telesishg.com | (866) 275-8518()
From the eOPF Logon screen,
click the Request Your eOPF
ID link.
OPF 1D:
2 | SUBMIT | CLEAR
From the Request Your eOPF
Request Your eOPF ID
ID page, enter the
° LaSt 5 dlglts Of your SSN Purpose: This feature allows you to request your eOPF ID. Please enter information in the following fields,
o First 4 letters of your last
3 name
. : {
e Date of birth (mm/dd/yyyy) e - (I—
. . first 4 letters of your last name: | [ | 1f your last name is less than 4 characters, please enter your full last name.
Click the Submit button. e

l Submit I Cancel
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Step Action Screen Shot

The Answer Security
Question page displays, Answer Security Question
requesting an answer to one of
the Security Questions that you
chose.

Enter the appropriate To complete your identification process please answer the following security question.

4 response.

Click the Submit button. What is the middle name of your oldest child?( ]

The Request Your eOPF ID Request Your eOPF ID
page displays stating that your

Login ID request has been

. . Your eOPF ID request has been processed and an email will be sent to you with your eOPF Login ID within the next 60 minutes.
submitted for processing. Please make sure you check your spam or junk email folder if you do not see the email within 60 minutes. If you did not receive
an email, please contact the helpdesk at stephen.cam@opm.gov for assistance. Please use "Missing €OPF ID eMail" in the
- . subject and include your Agency, Full Name, your email address, and phone number in the body of the request. For many mail
5 CI'Ck the C||Ck here t0 I’etu n systems, if you dlick here, it will start an email for you.

to login page link.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

e ———

Your eOPF ID will be emailed This emsil is te BoLify you that a Eeguest fe your o00F I han besa muds.

to the email address of record | [T = amiiies jemmpies |

in eOPF Ef you did sor fsieiste this segueat, ploass costact tha helpdesk at BEd-2T5-4%18 o=
wopl_Bdivelealshg. oo for asalstance.

Please contact the eOPF Help Tha e097 aystom I inplemested in scosrdancs with the Frivecy ket of 1904, 5 0.6.C. & S5t ta

6 Desk if you do not receive an !?12312‘;5-,;*If_'iiifi.“'?-r"fﬁ ront o Saviares vie et oreo Blo/ns porcr-aal tiie diseoroes amibe:
H H eeoaths laformatica in their foldsr, befabe abould issediavely costact the T Bel ik ial BEE-

emall Wlth yOUf eOPF ID ?-:i ¥518 or ¢~h4'.'.It wopl hdll.e'.ﬂ.l\?.:w: ::n:’d.'u:rr -r.-'d:.'-rIt 1:-:-1I l.*-a-.L::r.-':-:l.'.ﬁr -Juiﬁw'h AR,
Any saployes whe knowingly and willifeily discloses personsl informstics pertaining to sther
individual ny masnor, Lo Ay poreon or agescy not ontitled to recelwe it, may bo found quilty of
a aisdansasor ised.
Agercyi MIECY |
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Step Action

and your password.
Click the Submit button.

Return to the eOPF Logon
page. Type in your eOPF ID

Screen Shot

S0 BaTT CLEAR
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Part 2: Request a New Password

Step Action Screen Shot

From the eOPF Logon page,
click the Request a New
Password link.

1
On the Request a New
Password page, enter your: n a New P d
e eOPFID
° Last 5 d|g|ts Of your SSN Purpose: This feature allows you to request your new Password. Please enter information in the following fields.
e First 4 letters of your last
2 name 5
eOPF ID:

Click the Submit button. Last 5 digits of your SSN:

67890)
First 4 letters of your last name:

The Answer Security Question
page displays, requesting an

answer to one of the Security Answer Security Question
Questions that you chose.

Enter the appropriate response.

. . To complete your identification process please answer the following security question.
3 Click the Submit button.

What is the name of your favorite childhood friend?
Cancel
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Step Action

The Request a New Password
page displays stating that your
request has been submitted for
processing.

4 Click the Click here to return to
login page link.

Screen Shot

Request a New Password

Your password request has been processed and an email will be sent to you with a temporary token and instructions to reset
your password. Please make sure you check your spam or junk email folder. If you did not receive an emall, please contact the
at stephen_carr@opm.gov for assistance.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

An email is sent to the email
address of record in eOPF with
a URL link, a token, and
instructions. The token is valid
for 15 minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with the URL and token.

This email fs to notify you that a reguest to change your oOPF passwerd has been made.

Please ck on the lirk below. You will be asked to provide your username and the 12 digit token baelow.
Please note that token expires within 15 minutes of sending this emaili

(

URL: hitpei/feopf.nbo.gov/agency/ChangePassucrdRoquest.aepx (example)
Token: 12AZIP543ASDAI (example)

If you d4id meb initiaste this change, ploase sonmtack the helpdesk at BE6-275-8518 or copf_hddtelesishg.cem for
assistance.

The eOPF aysten is implesented in accordance with the Privacy Act of 1974, 5 U.8.C. € 552a to safeguard informatien
from unauthorized use. However, as hard as we try, sometimes information is erronecusly stored. In the ewvent an
enployee who accesses his/her personnel file discovers another persondps information in their folder, he/she should
inmediately centact the eOPF Melp Desk (dial B66-275-8518 or omail eopf_hditelesishg.com) regarding the errer se that
corrective measures can be taken. Any employee who knowingly and willfully discloses perscnal information pertaining
to other individuals, in any manner, to any person or agency not entitled to receive it, may be found guilty of a
misdemearor and fined.

Agency: AGENCY]

The link opens the Reset Your
Password page. Type in your
eOPF ID.

Copy the Token password from
6 the email and paste it into the
Token field.

Click the Submit button.

Reset your password

Please enter your ¢OPF 1D and Token to Reset your password,
Mote: The token will expire within 15 minutes of requesting your password.

== |

The Please reset your
password page displays.

Enter a password that meets
your agency’s security
guidelines in the New

7 | Password field, then again in
the ReType Password field.

Click the Reset Password
button.

Please reset your password

Purpose: Please &
password, you

Note: Password must contain 3t least one upper-case letter, one lower-case letter, one number and one
spiscial character and must be at keast 12 characters in length.

New Password
ReType Password :

Reset Passwond Cancel

eOPF Quick Reference
Page 6 of 9

Employee Self-Service ID/Password for Current Users
5/22/2015




Electronic Official Personnel Folder

Step

Action

The page refreshes, displaying
the eOPF Logon page.

Use your eOPF ID and your new
password to logon to eOPF.

Screen Shot

SUnaT CLEAR
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Part 3: Change Security Questions and Add Custom Questions

Step Action Screen Shot
eOPF lets you change your security b EAQ Home
questions at any time. Welcome to the OPF System
My eOPF
From the eOPF Welcome page, swrchoory | Inroducton
click the My Profile button.
App Admin
U:m Admin
System Admin
Croate SF7S
1 :nn: ;Dh:er
— User Info:
z“‘J’“‘“ :.m-n;e ey \‘.I..‘.. last ..,x;u;;m:-._:|.-m.a
Ogoat mssword will expire in: 30 day(s).
From the Who Am I’) page’ ClICk Wholimd? | General Prolerences | Workflow Preferences | Change Email | y D b -
the Change Security Questions A
tab.
Puirpose: The WhoAmI? feature provides a quick read-only BSting about your Scount.
oK
Full Name: FRED BECK
Birth Date= 0612211965
Eonadl Address: FREDEECKSSNRGMAIL COM
2 PO 1D: 12511
Oy Cod: B5
Ativity gonke: WA
Group(s): «0FF _USERS, «0PF_HR_SPECIALISTS
Folder Side{s) Accessible PayTol, Performance, Permanent, Recrutment, Retremnent, Review, Securfty, Temporary, Training
In Your eOFF-
Folder Side(s) Acomsible Benefits, Canceitation, Data Integeity, Deleted, 19, Hedical, Miscefancous, Overseas, PCS Traved,
I Otheer BOPFs: Payrol, Performance, Permanent, Recrutment, Retiement, Review, Security, Tempomeny, Training,
Transferred, test
PO ID{5} Managed:
Folder Status: ACTIVE
The Ch ange Secu r|ty Qu eSthnS WhoAmi? seneral Preferences | Workflow Preferences | Change Email | Emerger al hange Password | Change Security Questions:
page appears. Click the drop-down Change Security Questions :
menu arrow and select the security
guestion you would like to change.
Type in the answer in the box to the
right of the question. ko
Personal Question 1: T what city did you meet your spousa/significant ather? | Green
3 Security question answers are not i v Geore
validated for format or correctness i oC———
(i.e. state, numbers, or dates). Holossk Ouestons
Maximum length for an answer is Helodase uastion 1 ] om
35 characters. eldesk Question 2 “[ouson
Helpdesk Question 3: What is your dream car? | Yellowstone| 3
Update Cancel
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Step Action

You also have the ability to create
custom questions for Personal
Questions; however, custom
guestions cannot be created for
Helpdesk Questions.

Click the drop-down menu and
select Write your question. Once
4 selected, a blank question field is

Screen Shot

mergency Data  Change Password | Change Security Questions

Persoaal Guestions
Personal Question 1
Parsonal Quastion 2:

Personal Question 3:

added, allowing you to type your

Specify your Question:

custom question. Click Add.

Helpdesk Questions
Once a custom question is created, M O
it will always be listed in the drop-
down menu. Maximum length for a
question is 100 characters. There
is no limit to the number of custom

questions you may create.

Helpdesk Question 2:

nwh

Helpdesk Question 3:  What

Update Cancel

it Is your matemnal grandmother’s maiden name? ~| Tam

at town

first job? | Houston

S you

Helpdesk Guestions.

To save, click the Update button
below the questions.

5 Helpdesk Question 2:

Helpdesk Question 12

Helpdesk Question 3:

Loncel

| Houston

v Yetowstone| x

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF screen

or contact the eOPF Help Desk:
Email: eopf_hd@telesishg.com
Phone: 1-866-275-8518
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